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Using the Vault CLI, what command is used to authenticate to Vault?
Response:

A.vault auth
B.vault login
C.vault user
D.vault creds

Answer: B

Scenario: Kyle is a Vault administrator and has enabled the database secrets engine for dynamic
credentials. Amy is a senior DBA, has been doing some cleanup work on the database clusters that she
owns. She accidentally deleted some of the database users that Vault created for clients, causing
problems for the applications using them.

How can Kyle manually remove the leases in Vault?

Response:

A.revoke all of the leases associated with the entire database secrets engine to be sure they are all
removed

B.use the -force flag to delete the lease

C.no action is required since the leases will eventually expire and be revoked

D.obtain the individual lease IDs from the application logs and remove them using the vault lease revoke
command

Answer: B

Which of the following secrets engine can generate dynamic credentials?
(select three)
Response:

A.AWS
B.database
C.key/value
D.Transit
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E.Azure

Answer: ABE

Holly has discovered that a highly-privileged dynamic credential was created with a very long lease time,
which could negatively impact the security of the organization.

What command can Holly use to invalidate the credential to ensure it can't be used?

Response:

A.vault lease revoke aws/creds/admin/*
B.vault lease revoke -all
C.vault revoke all

D.vault lease revoke aws/creds/admin/27e1b9al-27b8-83d9-9fe0-d99d786bdc83

Answer: D

Given the policy below, what would the user be able to access?
path nsn {

capabilities = ["create", "update", "read", "list", "delete", "sudo"]
}

Response:

A.only make changes to policies

B.anything they want to within Vault

C.ability to enable a secret engine at the path *

D.nothing, since the policy doesn't specific any specific paths

Answer: B

Where on the page would you click to display the list of available Vault-created encryption keys.
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Secrets Engines

Eratibe new engine

cubbyhole/
BECTLS

rmensif

Response:

A. Cubbyhole/
Cubbyhole_963bc710

B. secret/
v2 kv_4469f5f8
C. transit/

transit_9fd540af

Answer: C

From the options below, select the benefits of using a batch token over a service token.
(select three)
Response:

A lightweight and scalable

B.has accessors

C.can be a root token

D.no storage cost for token creation

E.used for ephemeral, high-performance workloads

Answer: ADE
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In Vault, there are two main types of tokens, batch and service. Which of the following is true about the
renewable capabilities of each?
Response:

A.service tokens cannot be renewed, but batch can be renewed up to the max TTL
B.both batch and service tokens can be renewed up to the max TTL

C.tokens cannot be renewed without reauthenticating to Vault

D.batch tokens cannot be renewed, but service can be renewed up to the max TTL

Answer: D

Which of the following statements explains the benefit of response wrapping?
Choose TWO correct answers.
Response:

A.Limits the time of secret exposure by having a short-lived wrapping token
B.Allow versioning of the secrets

C.It protects Vault's master key

D.Only the reference to the secrets is transmitted over the public network
E.Limits the size of secrets to be transmitted over the network

Answer: AD

Which statement is true about an orphan token?
Response:

A.lt does not expire when its parent does
B.It is not persisted

C.It does not have a max time-to-live (TTL)
D.It has a use limit

Answer: A
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