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Which of the following is a form of cheating or copying someone else's work or idea without
acknowledging the source?
Response:

A. Plagiarism
B. Turnitin
C. Copyright
D. Patent

Answer: A

You work as a Network Administrator for Tech Perfect Inc. The company requires a secure wireless
network. To provide security, you are configuring ISA Server 2006 as a firewall. While configuring ISA
Server 2006, which of the following is NOT necessary?

Response:

A. Defining how ISA Server would cache Web contents
B. Defining ISA Server network configuration

C. Setting up of monitoring on ISA Server

D. Configuration of VPN access

Answer: D

According to the case study, the departmental stores can dial in to distribution center computers to
query their order status. Which protocol should they use to provide the highest level of security?
Response:

A. EAP

B. MS-CHAP version 2
C. MS-CHAP

D. Basic Authentication
E. PAP
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Answer: A

You have made a program secure.c to display which ports are open and what types of services are
running on these ports. You want to write the program's output to standard output and simultaneously
copy it into a specified file. Which of the following commands will you use to accomplish the task?
Response:

A. cat
B. less
C. more
D. tee

Answer: D

Which of the following security protocols are based on the 802.11i standard?
Each correct answer represents a complete solution. Choose all that apply.
Response:

A. WEP
B. WPA2
C. WPA
D. WEP2

Answer: B,C

In which of the following techniques does an attacker take network traffic coming towards a host at one
port and forward it from that host to another host?
Response:

A. Snooping

B. UDP port scanning
C. Port redirection

D. Firewalking

Answer: C
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Which of the following types of firewall functions by creating two different communications, one
between the client and the firewall, and the other between the firewall and the end server?
Response:

A. Stateful firewall

B. Packet filter firewall
C. Proxy-based firewall
D. Endian firewall

Answer: C

In which of the following complaint types does a fraudulent transaction take place?
Response:

A. Overpayment Fraud
B. FBI scams

C. Auction fraud

D. Computer damage

Answer: C

A digital signature is a type of public key cryptography. Which of the following statements are true
about digital signatures?

Each correct answer represents a complete solution. Choose all that apply.

Response:

A. In order to digitally sign an electronic record, a person must use his/her public key.
B. In order to verify a digital signature, the signer's private key must be used.

C. In order to verify a digital signature, the signer's public key must be used.

D. In order to digitally sign an electronic record, a person must use his/her private key.

Answer: C,D
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Which of the following attacks is used to hack simple alphabetical passwords?

Response:

A. Man-in-the-middle attack
B. Dictionary-based attack

C. Black hat attack
D. Sniffing

Answer: B
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