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Which of the following protocols is used as a transport protocol for Internet dial-up connections?
Response:

A. SMTP
B. SNMP
C. DHCP
D. PPP

Answer: D

Which of the following is used to identify a particular 802.11 wireless LAN?
Response:

A. Basic Service Set (BSS)

B. Basic Service Set Identifier (BSSID)
C. Independent Basic Service Set (IBSS)
D. Service Set Identifier (SSID)

Answer: D

IP blocking is a technique that prevents the connection between a server/website and certain IP
addresses or ranges of addresses. Which of the following tools use this technique?

Each correct answer represents a complete solution. Choose all that apply.

Response:

A. SSHGuard
B. nmap

C. Fail2Ban
D. portsentry
E. OpenSSL

Answer: C,D
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An intruder is trying to get user passwords by pretending to be help desk staff. Which of the following
types of security attacks do you think it is?
Response:

A. Hacking
B. Man-in-the-middle
C. Spoofing
D. Social Engineering

Answer: D

You work as the Network Administrator for a company that does a large amount of defense contract
business. A high level of security, particularly regarding sensitive documents, is required.

Which of the following are the steps you should take to secure network printers?

Each correct answer represents a complete solution. Choose two.

Response:

A. Remove the printers from the network and do not allow remote printing.
B. Ensure that the printers hard drive is scanned for spyware.

C. Secure all remote administrative protocols such as telnet.

D. Do not allow duplicate print jobs.

E. Limit the size of print jobs on the printer.

Answer: B,C

What does a firewall check to prevent certain ports and applications from getting the packets into an
Enterprise?
Response:

A. The network layer headers and the session layer port numbers

B. The presentation layer headers and the session layer port numbers
C. The transport layer port numbers and the application layer headers
D. The application layer port numbers and the transport layer headers

Answer: C
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Your customer wants the fastest wireless possible in his home. Which of the following would you
recommend?
Response:

A. 802.11 wireless
B. Satellite

C. Bluetooth

D. 3G Cellular

Answer: A

Which of the following attacks can be performed by Brutus for cracking a password?
Each correct answer represents a complete solution. Choose two.
Response:

A. Hybrid attack

B. Replay attack

C. Brute force attack

D. Man-in-the-middle attack

Answer: A,C

You work as a project manager for TYU project. You are planning for risk mitigation. You need to identify
the risks that will need a more in-depth analysis. Which of the following activities will help you in this?
Response:

A. Qualitative analysis

B. Quantitative analysis

C. Risk identification

D. Estimate activity duration

Answer: A
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Nancy is the project manager for a new construction project. There are several occupational safety
codes, which must be included in the project requirements. These requirements are nonnegotiable and
the customer must pay for the safety measures, inspections, and training for the project team.

What term best describes the cost associated with these safety requirements?

Response:

A. Cost of quality

B. Cost of doing business
C. Cost of risk avoidance
D. Cost of risk mitigation

Answer: A
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