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Question: 1 
   
Which of the following tests ensures that the organization complies with the requirements of the 
disaster recovery plan? 
Response: 
 
A. Parallel test 
B. Checklist test 
C. Simulation test 
D. Full-interruption test 
 

Answer: B     
 

Question: 2 
   
Which of the following BCP teams deals with the key decision making and guides recovery teams and 
business personnel? 
Response: 
 
A. Off-site storage team 
B. Emergency management team 
C. Damage assessment team 
D. Emergency action team 
 

Answer: B     
 

Question: 3 
   
Joseph is a merchant. He lives in an area that is prone to natural disasters. What will he do to save his 
data from a disaster? 
Response: 
 
A. Restore the data. 
B. E-mail the data. 
C. Print the data. 
D. Backup the data. 
 

Answer: D     
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Question: 4 
   
Which of the following security procedures is related to the SDLC's implementation? 
Response: 
 
A. Risk assessment 
B. Media sanitation 
C. Security accreditation 
D. Information preservation 
 

Answer: C     
 

Question: 5 
   
You want to use PGP files for steganography. Which of the following tools will you use to accomplish the 
task? 
Response: 
 
A. Snow 
B. ImageHide 
C. Blindside 
D. Stealth 
 

Answer: D     
 

Question: 6 
   
Which of the following measurements of a disaster recovery plan are aimed at detecting unwanted 
events? 
Response: 
 
A. Detective measures 
B. Corrective measures 
C. Supportive measures 
D. Preventive measures 
 

Answer: A     
 

Question: 7 
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Which of the following individuals incorporates risk assessment in training programs for the 
organization's personnel? 
Response: 
 
A. Chief information officer 
B. Information system security officer 
C. Functional manager 
D. Security awareness trainer 
 

Answer: D     
 

Question: 8 
   
BS 7799 is an internationally recognized ISM standard that provides high level, conceptual 
recommendations on enterprise security. BS 7799 is basically divided into three parts. 
Which of the following statements are true about BS 7799? 
Each correct answer represents a complete solution. Choose all that apply. 
Response: 
 
A. BS 7799 Part 3 was published in 2005, covering risk analysis and management. 
B. BS 7799 Part 1 was a standard originally published as BS 7799 by the British Standards Institute (BSI) 
in 1995. 
C. BS 7799 Part 2 was adopted by ISO as ISO/IEC 27001 in November 2005. 
D. BS 7799 Part 1 was adopted by ISO as ISO/IEC 27001 in November 2005. 
 

Answer: A,B,C     
 

Question: 9 
   
Which of the following subphases are defined in the maintenance phase of the life cycle models? 
Each correct answer represents a part of the solution. Choose all that apply. 
Response: 
 
A. Change control 
B. Request control 
C. Release control 
D. Configuration control 
 

Answer: A,B,C     
 

Question: 10 
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Against which of the following does SSH provide protection? 
Each correct answer represents a complete solution. Choose two. 
Response: 
 
A. Broadcast storm 
B. Password sniffing 
C. DoS attack 
D. IP spoofing 
 

Answer: B,D     
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