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When integrating the NIST Cybersecurity Framework with existing organizational processes, it is
important to:
Response:

A. Focus solely on the Protect function to ensure that assets are safeguarded.

B. Ensure that cybersecurity measures do not hinder operational efficiency.

C. Tailor the Framework's implementation to reflect the organization's risk profile and business needs.
D. Adopt a standardized approach that applies uniformly across all sectors.

Answer: B

Which category of the Cybersecurity Framework Core deals with the development and implementation
of safeguards to ensure delivery of critical infrastructure services?
Response:

A. Identify
B. Protect
C. Detect
D. Respond

Answer: B

The Cybersecurity Framework's Core is composed of which of the following elements?
Response:

A. Functions, Categories, Subcategories, and Informative References
B. Policies, Procedures, Guidelines, and Standards

C. Programs, Projects, Actions, and Outcomes

D. Controls, Measures, Benchmarks, and Goals

Answer: A
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When implementing the NIST Cybersecurity Framework, the first step an organization should take is to:
Response:

A. Purchase the latest cybersecurity tools and technologies.

B. Conduct a thorough risk assessment to identify current cybersecurity practices.
C. Implement all the recommended actions in the Framework immediately.

D. Hire a cybersecurity consultant to manage the implementation process.

Answer: B

What do Framework Profiles allow an organization to do?
Response:

A. Compare their current cybersecurity activities with desired outcomes.
B. Legally certify their cybersecurity practices.

C. Purchase insurance against cyber attacks.

D. Implement cybersecurity technologies directly.

Answer: A

How does the NIST Cybersecurity Framework's Identify Function align with COBIT 2019's focus on
stakeholder value?
Response:

A. By ensuring all IT investments are aligned with business objectives

B. Through the establishment of clear accountability for cybersecurity risk management
C. By defining the roles and responsibilities for cybersecurity within the organization

D. Through the identification and classification of information and related assets

Answer: B
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In aligning with the NIST Cybersecurity Framework, COBIT 2019's DSS04 Manage Continuity would be
most relevant to which Framework function?
Response:

A. Identify
B. Protect
C. Detect
D. Recover

Answer: D

Which Cybersecurity Framework category best supports continuous improvement and learning within
an organization, as encouraged by COBIT 2019?
Response:

A. ID.AM: Asset Management

B. PR.IP: Information Protection Processes and Procedures
C. DE.AE: Anomaly and Event Detection

D. RS.IM: Improvements

Answer: D

What is the purpose of documenting cybersecurity activities and outcomes in the Framework
Implementation?
Response:

A. To ensure regulatory compliance.

B. To facilitate internal communication.

C. To assess cybersecurity risks.

D. To demonstrate the effectiveness of cybersecurity controls.

Answer: D

For the 'Recover' function, what are key considerations to ensure effective recovery from a
cybersecurity incident?
Response:
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A. Integration of recovery planning into business continuity planning.

B. Immediate replacement of all compromised systems and software.

C. Regular backups and testing of restore procedures.

D. Post-incident reviews to update incident response and recovery plans.

Answer: A,C,D
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