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Which Fortinet products can be used to protect containerized applications in a cloud environment?
(Choose two.)
Response:

A. FortiWeb
B. FortiSandbox
C. FortiADC
D. FortiADC

Answer: A,D

Which AWS service provides network traffic monitoring and visibility for VPCs?
Response:

A. AWS CloudTrail

B. AWS VPC Flow Logs
C. AWS IAM

D. AWS Trusted Advisor

Answer: B

When deploying Fortinet solutions in a multi-cloud environment, which of the following challenges
should be considered?

(Choose two.)

Response:

A. Ensuring consistent security policies across different cloud providers
B. Using FortiSandbox to replace cloud-native security solutions

C. Managing identity and access policies consistently across platforms
D. Limiting APl integrations to only one cloud provider

Answer: A,C
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Which of the following are valid Terraform backends for state management?
(Choose two.)
Response:

A. AWS S3

B. GitHub

C. Azure Blob Storage
D. Google Drive

Answer: A,C

Which AWS service is used for troubleshooting network connectivity by capturing packet data in a
Virtual Private Cloud (VPC)?
Response:

A. AWS CloudTrail

B. AWS VPC Flow Logs
C. AWS Direct Connect
D. AWS Route 53

Answer: B

Which Fortinet logging tool can provide insights into failed VPN connections in an AWS deployment?
Response:

A. FortiAnalyzer
B. FortiADC

C. FortiToken

D. FortiEDR

Answer: A
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What file format does AWS CloudFormation use for defining infrastructure?
Response:

A. JSON/YAML
B. HCL

C. XML

D. Python

Answer: A

Which Fortinet tools can be used for automated security management in public cloud environments?
(Choose two.)
Response:

A. FortiManager
B. FortiToken

C. FortiCWP

D. FortiSwitch

Answer: A,C

Which feature of FortiAnalyzer helps detect security anomalies in cloud workloads?
Response:

A. Log aggregation

B. Machine learning-based threat detection
C. Device authentication

D. Configuration backup

Answer: B

Which of the following are key considerations when deploying Fortinet solutions to protect
Infrastructure as a Service (laaS) environments?

(Choose two.)

Response:
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A. Ensuring compatibility with cloud service provider APIs

B. Implementing hardware-based security appliances

C. Configuring auto-scaling groups for security appliances

D. Disabling cloud-native security features to avoid redundancy

Answer: A,C
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